Blue Medicare Advantage

Notice of
privacy practices

Important information about your rights and our responsibilities

This notice describes how medical, vision, and dental information about you may be
used and disclosed, and how you can get access to this information with regard to

your health benefits. Please read carefully.




I. NOPP Issued Upon Enroliment

Notice of privacy practices
Important information about your rights and our responsibilities

Protecting your personal health information is important. Each year, we're required to send you specific
information about your rights and some of our duties to help keep your information safe. This notice combines
three of these required yearly communications:

o State notice of privacy practices
o Health Insurance Portability and Accountability Act (HIPAA) notice of privacy practices
o Breast reconstruction surgery benefits

Would you like to go paperless and read this online next time? Go to www.bluemedadvgrhs.com and sign up to
get these notices by email.

State notice of privacy practices

When it comes to handling your health information, we follow state laws, which are sometimes stricter than the
federal HIPAA privacy law. This notice:

o Explains your rights and our duties under state law.
o Applies to health, dental, vision, and life insurance benefits you may have.

Your state may give you additional rights to limit sharing your health information. Please call the Member
Services phone number on your plan membership card for more details.

Your personal information

Your nonpublic (private) personal information (PI) identifies you and it’s often gathered in an insurance matter.
You have the right to see and correct your Pl. We may collect, use, and share your Pl as described in this notice.
Our goal is to protect your Pl because your information can be used to make judgments about your health,
finances, character, habits, hobbies, reputation, career, and credit.

We may get your Pl from others, such as doctors, hospitals or other insurance companies. We may also share
your Pl with others outside our company — without your approval, in some cases. But we take reasonable
measures to protect your information. If an activity requires us to give you a chance to opt out, we'll let you
know. We'll also tell you how you can let us know you don’t want your Pl used or shared for an activity you can
opt out of.

HIPAA notice of privacy practices

We keep the health and financial information of our current and former members private as required by law,
accreditation standards, and our own rules. We're also required by federal law to give you this notice to explain
your rights and our legal duties and privacy practices.
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Your protected health information

There are times we may collect, use, and share your Protected Health Information (PHI) as allowed or required
by law, including the HIPAA Privacy rule. Here are some of those times:

Payment: We collect, use and share PHI to take care of your account and benefits, or to pay claims for
healthcare you get through your plan.

Healthcare operations: We collect, use, and share PHI for our healthcare operations.

Treatment activities: We don't provide treatment, but we collect, use, and share information about your
treatment to offer services that may help you, including sharing information with others providing
you treatment.
Examples of ways we use your information:
o We keep information on file about your premium and deductible payments.
° We may give information to a doctor’s office to confirm your benefits.
o We may share explanation of benefits (EOB) with the subscriber of your plan for payment purposes.
o We may share PHI with your doctor or hospital so that they may treat you.
o We may use PHI to review the quality of care and services you get.
o We may use PHI to help you with services for conditions like asthma, diabetes, or traumatic injury.

o We may use publicly and/or commercially available data about you so you can get available health plan
benefits and services.

o We may use your PHI to create, use, or share de-identified data as allowed by HIPAA.

o We may also use and share PHI directly or indirectly with health information exchanges for payment,
healthcare operations, and treatment. If you don't want your PHI to be shared in these situations, visit
www.bluemedadvgrhs.com/privacy for more information.

Sharing your PHI with you: We must give you access to your own PHI. We may also contact you about
treatment options or other health-related benefits and services. When you or your dependents reach a certain
age, we may tell you about other plans or programs for which you may be eligible, including individual coverage.
We may also send you reminders about routine medical checkups and tests.

You may get emails that have limited PHI, such as welcome materials. We'll ask your permission before we
email you.

Sharing your PHI with others: In most cases, if we use or share your PHI outside of treatment, payment,
operations or research activities, we have to get your okay in writing first. We must also get your written
permission before:

o Using your PHI for certain marketing activities.
o Selling your PHI.
o Sharing any psychotherapy notes from your doctor or therapist.

We may also need your written permission for other situations not mentioned above. You always have the right
to cancel any written permission you have given at any time.
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You have the right and choice to tell us to:

o Share information with your family, close friends, or others involved with your current treatment or
payment for your care.

o Share information in an emergency or disaster relief situation.
If you can't tell us your preference, for example in an emergency or if you're unconscious, we may share your

PHI if we believe it's in your best interest. We may also share your information when needed to lessen a serious
and likely threat to your health or safety.

Other reasons we may use or share your information:
We are allowed, and in some cases required, to share your information in other ways — usually for the good of
the public, such as public health and research. We can share your information for these specific purposes:
o Helping with public health and safety issues, such as:
— Preventing disease
— Helping with product recalls
— Reporting adverse reactions to medicines
— Reporting suspected abuse neglect, or domestic violence
— Preventing or reducing a serious threat to anyone’s health or safety
© Doing health research.
© Obeying the law, if it requires sharing your information.
o Responding to organ donation groups for research and certain reasons.

o Addressing workers’ compensation, law enforcement, and other government requests, and to alert
proper authorities if we believe you may be a victim of abuse or other crimes.

o Responding to lawsuits and legal actions.

If you're enrolled with us through an employer, we may share your PHI with your group health plan. If the
employer pays your premium or part of it, but doesn’t pay your health insurance claims, your employer can only
have your PHI for permitted reasons and is required by law to protect it.

Authorization: We'll get your written permission before we use or share your PHI for any purpose not stated in
this notice. You may cancel your permission at any time, in writing. We will then stop using your PHI for that
purpose. But if we've already used or shared your PHI with your permission, we cannot undo any actions we
took before you told us to stop.

Genetic information: We cannot use your genetic information to decide whether we'll give you coverage or
decide the price of that coverage.

Race, ethnicity, language, sexual orientation, and gender identity: We may receive race, ethnicity, language,
sexual orientation, and gender identity information about you and protect this information as described in this
notice. We may use this information to help you, including identifying your specific needs, developing programs
and educational materials and offering interpretation services. We don't use race, ethnicity, language, sexual
orientation, and gender identity information to decide whether we'll give you coverage, what kind of coverage
and the price of that coverage. We don't share this information with unauthorized persons.




Your rights

Under federal law, you have the right to:

o Send us a written request to see or get a copy of your PHI, including a request for a copy of your PHI
through email. Remember, there’s a risk your PHI could be read by a third party when it's sent
unencrypted, meaning regular email. So we will first confirm that you want to get your PHI by
unencrypted email before sending it to you.

o Ask that we correct your PHI that you believe is wrong or incomplete. If someone else, such as your
doctor, gave us the PHI, we'll et you know so you can ask him or her to correct it.

o Send us a written request not to use your PHI for treatment, payment, or healthcare operations activities.
We may say “no” to your request, but we'll tell you why in writing.

o Request confidential communications. You can ask us to send your PHI or contact you using other ways
that are reasonable. Also, let us know if you want us to send your mail to a different address if sending it
to your home could put you in danger.

o Send us a written request to ask us for a list of those with whom we’ve shared your PHI.

o Ask for a restriction for services you pay for out of your own pocket: If you pay in full for any medical
services out of your own pocket, you have the right to ask for a restriction. The restriction would prevent
the use or sharing of that PHI for treatment, payment, or operations reasons. If you or your provider
submits a claim to us, we may not agree to a restriction (see “Your rights” above). If a law requires sharing
your information, we don't have to agree to your restriction.

o Call Member Services at the phone number on your plan membership card to use any of these rights. A
representative can give you the address to send the request. They can also give you any forms we have
that may help you with this process.

How we protect information

We're dedicated to protecting your PHI, and we've set up a number of policies and practices to help keep your
PHI secure and private. If we believe your PHI has been breached, we must let you know.

We keep your oral, written, and electronic PHI safe using the right procedures, and through physical and
electronic ways. These safety measures follow federal and state laws. Some of the ways we keep your PHI safe
include securing offices that hold PHI, password-protecting computers, and locking storage areas and filing
cabinets. We require our employees to protect PHI through written policies and procedures. These policies limit
access to PHI to only those employees who need the data to do their jobs. Employees are also required to wear
ID badges to help keep unauthorized people out of areas where your PHI is kept. Also, where required by law,
our business partners must protect the privacy of data we share with them as they work with us. They're not
allowed to give your PHI to others without your written permission, unless the law allows it and it’s stated in

this notice.

Potential impact of other applicable laws

HIPAA, the federal privacy law, generally doesn’t cancel other laws that give people greater privacy protections.
As a result, if any state or federal privacy law requires us to give you more privacy protections, then we must
follow that law in addition to HIPAA.




To see more information

To read more information about how we collect and use your information, your privacy rights, and details about
other state and federal privacy laws, please visit our Privacy web page at www.bluemedadvgrhs.com/privacy.

Calling or texting you

We, including our affiliates and/or vendors, may call or text you by using an automatic telephone dialing system
and/or an artificial voice. But we only do this in accordance with the Telephone Consumer Protection Act (TCPA).
The calls may be about treatment options or other health-related benefits and services for you. If you don't
want to be contacted by phone, just let the caller know or call 1-844-203-3796 to add your phone number to
our Do Not Call list. We will then no longer call or text you.

Complaints

If you think we haven't protected your privacy, you can file a complaint with us at the Member Services phone
number on your plan membership Card. You may also file a complaint with the U.S. Department of Health and
Human Services Office for Civil Rights by visiting www.hhs.gov/ocr/privacy/hipaa/complaints/. We will not
take action against you for filing a complaint.

Contact information

You may call us at the Member Services phone number on your plan membership card. Our representatives can
help you apply your rights, file a complaint, or talk with you about privacy issues.

Copies and changes

You have the right to get a new copy of this notice at any time. Even if you have agreed to get this notice by
electronic means, you still have the right to ask for a paper copy. We reserve the right to change this notice. A
revised notice will apply to PHI we already have about you, as well as any PHI we may get in the future. We're
required by law to follow the privacy notice that’s in effect at this time. We may tell you about any changes to
our notice through a newsletter, our website or a letter.

Effective date of this notice

The original effective date of this Notice was April 14, 2003. The most recent revision is noted in the footer at
the end of this document.

Breast reconstruction surgery benefits
A mastectomy that’s covered by your health plan includes benefits that comply with the Women’s Health and
Cancer Rights Act of 1998, which provides for:

o Reconstruction of the breast(s) that underwent a covered mastectomy.

o Surgery and reconstruction of the other breast to restore a symmetrical appearance.
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o Prostheses and coverage for physical complications related to all stages of a covered mastectomy,
including lymphedema.

You'll pay your usual deductible, copay, and/or coinsurance. For details, contact your plan administrator.

For more information about the Women'’s Health and Cancer Rights Act, go to the United States Department of
Labor website at www.dol.gov/agencies/ebsa/laws-and-regulations/laws/whcra.

Get help in your language

Aside from helping you understand your privacy rights in another language, we also offer this notice in a
different format for members with visual impairments. If you need a different format, please call the Member
Services number on your plan membership card.

Privacy Office: Revision 6/22; Reviewed 3/22

Blue Medicare Advantage offers Medicare Advantage plans with a Medicare contract. Enroliment in
Blue Medicare Advantage plans depends on contract renewal. Blue Medicare Advantage is the trade name of
Group Retiree Health Solutions, Inc. an independent licensee of the Blue Cross and Blue Shield Association.
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Il. ANNUAL PRIVACY NOTICE

PROTECTING YOUR PRIVACY: Where to Find our Notice of Privacy Practices

Your Rights Concerning Your Protected Health Information

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law governing the privacy of
individually identifiable health information. We are required by HIPAA to notify you of the availability of our
Notice of Privacy Practices. The notice describes our privacy practices, legal duties, and your rights concerning
your Protected Health Information. We must follow the privacy practices described in the notice while it is in
effect (it will remain in effect unless and until we publish and issue a new notice).

We may use publicly and/or commercially available data about you to provide you with information about
available health plan benefits and services. We, including our affiliates and/or vendors, may call or text you
by using an automatic telephone dialing system and/or an artificial voice. But we only do this in accordance
with the Telephone Consumer Protection Act (TCPA). The calls may be to let you know about treatment
options or other health-related benefits and services. If you do not want to be contacted by phone, just let
the caller know, and we won't reach out this way anymore, or call 1-844-203-3796 to add your phone number
to our Do Not Call list.

You may obtain a copy of our Notice of Privacy Practices on our website at www.bluemedadvgrhs.com/privacy
or you may contact Member Services using the contact information on your plan membership card.

STATE NOTICE OF PRIVACY PRACTICES

As we indicate in our HIPAA Notice of Privacy Practices, we must follow state laws that are more strict than the
federal HIPAA privacy law. This notice explains your rights and our legal duties under state law.

Your Personal Information

We may collect, use, and share your nonpublic personal information (PI) as described in this notice. Pl is
information that identifies a person and is often gathered in an insurance matter.

If we use or disclose PI for underwriting purposes, we are prohibited from using or disclosing Pl that is genetic
information of an individual for such purposes.

We may collect Pl about you from other persons or entities such as doctors, hospitals, or other carriers.
We may share Pl with persons or entities outside of our company without your OK in some cases.

If we take part in an activity that would require us to give you a chance to opt-out of that activity, we will contact
you. We will tell you how you can let us know that you do not want us to use or share your Pl for a given activity.

You have the right to access and correct your PlI.

Because Pl is defined as any information that can be used to make judgments about your health, finances,
character, habits, hobbies, reputation, career, and credit, we take reasonable safety measures to protect the PI
we have about you.

A more detailed state notice is available upon request. Please call the phone number printed on your plan
membership card. Or you may find more information at www.bluemedadvgrhs.com/privacy.
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Multi-language Interpreter Services

English: We have free interpreter services to answer any questions
you may have about our health or drug plan. To get an interpreter,
just call us at 1-844-451-2057 (TTY: 711). Someone who speaks
English can help you. This is a free service.

Spanish: Tenemos servicios de intérprete sin costo alguno para
responder cualquier pregunta que pueda tener sobre nuestro
plan de salud o medicamentos. Para hablar con un intérprete,
por favor llame al 1-844-451-2057 (TTY: 711). Alguien que hable
espafol le podra ayudar. Este es un servicio gratuito.

Chinese Mandarin: B TR MR BB RRS , BEEBEX
TRESIHYWRENETME [, WREFEUHERERS , B
B 1-844-451-2057 (TTY: 711) BRATWF X ITEARBERE
BYE, XR—MEEERS.

Chinese Cantonese: BE R MV RBREREY R TEFER
B, ALBEMARERENBERYE. 0EBERE  FHE
1-844-451-2057 (TTY: 711), RFIBEHP XM AEKEE AR
HEE, E R—ERERE.

Tagalog: Mayroon kaming libreng serbisyo sa pagsasaling-wika
upang masagot ang anumang mga katanungan ninyo hinggil sa
aming planong pangkalusugan o panggamot. Upang makakuha
ng tagasaling-wika, tawagan lamang kami sa 1-844-451-2057
(TTY: 711). Maaari kayong tulungan ng isang nakakapagsalita ng
Tagalog. Ito ay libreng serbisyo.

French: Nous proposons des services gratuits d'interprétation
pour répondre a toutes vos questions relatives a notre régime
de santé ou d'assurance-médicaments. Pour accéder au service
d'interprétation, il vous suffit de nous appeler au 1-844-451-2057
(TTY: 711). Un interlocuteur parlant Francais pourra vous aider.
Ce service est gratuit.

Vietnamese: Chung téi c6 dich vu théng dich mién phi d&
tra 10i cac cau hédi vé chuong stic khde va chuang trinh thudc
men. Néu qui vi can thong dich vién xin goi 1-844-451-2057
(TTY: 711) sé cd nhan vién ndi tiéng Viét gilp dd qui vi. Day
Ia dich vu mién phi.

German: Unser kostenloser Dolmetscherservice beantwortet
Ihren Fragen zu unserem Gesundheits- und Arzneimittelplan.
Unsere Dolmetscher erreichen Sie unter 1-844-451-2057

(TTY: 711). Man wird lhnen dort auf Deutsch weiterhelfen.
Dieser Service ist kostenlos.

Korean: A= Q& HY £ UE 20| st HEZ20
Bl =E2|axt R85 89 MH[AE NS5t AL CH
E9 MH|AE 0|23t2{H T3t 1-844-451-2057 (TTY: 711)
Ho 2 ZO[o) FHAR. 2t=0E St= BEAIL =2f
cE AYUCLH o] MH|AE 222 2HELCH

Russian: Ecnu y Bac BO3HUKHYT BONPOCHI OTHOCUTENBHO
CTPaxoBOro Nnv MegMKaMeHTHOro nraHa, Bbl MOXeTe
BOCMOJIb30BaTbCA HaWMMKM 6ecnnaTHbIMU yCryramm
nepeBoAYnKoB. YTOGLI BOCNONL30BaTLCSA YCIyramm
nepeeoauyunKa, NO3BOHMUTE HaM No TenedoHy
1-844-451-2057 (TTY: 711). Bam okaxeT nomoLLb
COTPYAHWK, KOTOPbIV rOBOPUT NO-pyccku. [laHHas

ycnyra 6ecnnaTtHas.

Arabic:
S Al (3le Al 51 e Aad el (5 il sl e s L
e Ly JuaiV) (g g e Gl (558 an i e Jpmandl Lnal 4 50Y1 J g

TTY: 711) 1-844-451-2057
:\.\JIA.A:LAJAaAA &m@@ﬂ\ Qéa.u\.nu.a;ﬁ\ejs.\u

Hindi: R gargya a1 ga1 &t die1 & aR & 1e St off [/RE & S/@6 g4 &
@A AR UTH HRd G e SUCHd €. Yok GHIIAT TRIUd A o Wi, 9 g
1-844-451-2057 (TTY: 711) w i @R, $1 qadal ot gl arerar & et

HEG IR T & Tg T U § 8.

Italian: E disponibile un servizio di interpretariato gratuito

per rispondere a eventuali domande sul nostro piano sanitario
e farmaceutico. Per un interprete, contattare il numero
1-844-451-2057 (TTY: 711). Un nostro incaricato che parla
Italianovi fornira I'assistenza necessaria. E un servizio gratuito.

Portugués: Dispomos de servigos de interpretacao gratuitos
para responder a qualquer questao que tenha acerca do nosso
plano de salde ou de medicacao. Para obter um intérprete,
contacte-nos através do nimero 1-844-451-2057 (TTY: 711).
Ird encontrar alguém que fale o idioma Portugués para o ajudar.
Este servico é gratuito.

French Creole: Nou genyen sevis entéprét gratis pou reponn
tout kesyon ou ta genyen konsénan plan medikal oswa dwog nou
an. Pou jwenn yon entéprét, jis rele nou nan 1-844-451-2057
(TTY: 711). Yon moun ki pale Kreyol kapab ede w. Sa a se yon
sévis ki gratis.

Polish: Umozliwiamy bezptatne skorzystanie z ustug ttumacza
ustnego, ktéry pomoze w uzyskaniu odpowiedzi na temat planu
zdrowotnego lub dawkowania lekdw. Aby skorzystaé z pomocy
ttumacza znajgcego jezyk polski, nalezy zadzwoni¢ pod numer
1-844-451-2057 (TTY: 711). Ta ustuga jest bezpfatna.

Japanese: HHENREE BERBREER LARTSVICETS
CEEICBZEATRIED IZ, EROBRY—ERANHY)FE
FTIEVET, BRECADICHESICIE, 1-844-451-2057

(TTY: 711) ICBEFELSEE V), AXEEFEITA BN XEVE
LET, chiFEROY—ERXTTY,
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